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reduced. In practical applications, the analyzers need to process images collected from the Internet. However,
compared with the training set data, these suspicious images are likely to have completely different capture and
processing histories, which may lead to the degradation of steganalysis model. It is also why steganalysis tools are
difficult to deploy successfully in the real-world applications. To improve the practical application value of
steganalysis methods based on deep learning, test sample information is utilized and domain adaptation method is
used to solve the problem of cover source mismatch. Regarding the training set data as the source domain and test
set data as the target domain, the detection performance of steganalysis models in the target domain is enhanced by
minimizing the discrepancy between the feature distribution of source domain and target domain. ASAN (adversarial
subdomain adaptation network) was proposed from the perspective of feature generation on the one hand. The
source domain features and target domain features generated by the steganalysis model were required to be as
similar as possible, so that the discriminator cannot distinguish which domain the features came from. On the other
hand, to reduce the difference of feature distribution between domains, the subdomain adaptation method was
adopted to reduce the unexpected change of the distribution of related subdomains. The distance between the cover
and stego samples was enlarged effectively to improve the classification accuracy. After testing three steganography
algorithms on multiple datasets, it is confirmed that the proposed method can effectively improve the detection

accuracy rate of the model in the case of dataset mismatch and algorithm mismatch and it can also reduce the

negative impact of the mismatch problem of the model.

Keywords: image steganalysis, cover source mismatch, adversarial learning, domain adaptation
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Figure 1  Structure of adversarial subdomain adaptation network
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Table 2 Detection accuracy comparison in
dataset mismatch(0.4 bit/pixel)

bAE/TE S Ma5%3%  SRM  SRNet  J-Net  ASAN
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Table 3 Detection accuracy comparison
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FEIME 51.6%  71.9% 73.9%  84.7%

3.3 REBEAKALE

B& 5 SR R I SE IR LN S Sk AR
25 SRM il SRNet B 5L HATIRAIF EI
500 A EUGKHE IR A, g A B 5 2
BTN EI 500 AEGIHE RN B AR
P o SLIOHIE S BOSSbasel.01. 7E [ 5 By 0k
BCRF, SRM 152 K ELFM,  FLRTINHERH 2 T B¢,
{H T B AR T AR R HC . AT WLAH bl B 5 592
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JBE, SRM W] X HdiE £  [R] A — BUE R
J&, TXT SRNet, KEBRE B KA O T
A HER R 2 R, HERR LTI RR ] H BLTE
MARFE A S-UNIWARD i o

KA RIE 5 5304 H T HRNZEN 0.4 bit/pixel
F10.2 bit/pixel B B 5 FILREL I SLIR 45 . S
5o 45 T DU H AR SCHE HE I ASAN 732 0] LA %
iR B S B G O 2 T IR B A ST B S o
PRI . HRNZEN 0.4 bit/pixel I, A7
Ko 5 A ds AETR 2 4g = 4.7%~10.2%, P33
B 7.2%; HNZEN 0.2 bit/pixel I, AT VER
Fa 5 A ds AETRZESE = 2.5%~11.2%, P33
15 6.8%, iR 23 =T SRM. SRNet. J-Net.
R4 BEEHABIDEREIE HEAER 0.4 bitpixel)

Table 4 Detection accuracy comparison in
steganographic algorithm mismatch (0.4 bit/pixel)

ke
SUNI WOwW 67.4% 73.1% 80.0% 82.2%

WA SRM SRNet J-Net ASAN

HUGO 69.3% 74.6% 78.6% 79.9%

WOw SUNI 71.9% 87.8% 88.2% 92.5%

HUGO 67.7% 84.0% 84.9% 89.1%

HUGO SUNI 67.6% 85.2% 85.3% 94.3%

WOW 62.9% 82.2% 83.1% 92.4%

FYIA 67.8% 81.2%  83.4% 88.4%

*5 REEAKEREMERL (BRAEH 0.2 bit/pixel)
Table 5 Detection accuracy comparison in
steganographic algorithm mismatch (0.2 bit/pixel)

e MR SRM SRNet J-Net  ASAN
SUNI WOW 57.0% 673%  68.7%  T2.1%
HUGO 57.9% 68.9%  693%  73.4%
WOW SUNI 59.8% 74.9% 747%  85.9%
HUGO 56.8% 721%  722%  83.3%
HUGO SUNI 57.6% 732%  748%  15.9%
WOwW 54.5% 707%  71.4%  77.4%
SERME 57.3% 71.2% 71.9%  78.0%

3.4 t-SNE AJ#i{k
NSRS ASAN [THERE, A SC{E H
t-SNE i RP 56 5eb S B W2 27 1 S ks
T A EEAT AT AAL, Wl 2 R, SR E JEATIR R
AR EHUEIIR, K B RS IR A 5 4
B3R, PIMIES 1 000 MREA &S . Bfl 0 1R F%

BREME, Bl | RREEER . R8T EEMN
RN, AR SOR A G B v 1) o (L B R
TNe I RIS EHESEM BOSSbasel.01 iIEH %
UCIDv.2, #:l S-UNIWARD S0 scab 45 8, ik
ANFN 0.4 bit/pixel o

B 2(a) AHEATATIE H & .2 5T SRNet $2HUH)
FHE A B, aT DL R, fEJRAR (Bt L,
WARRGASIE GREE G 0) FIE 3 EURHHE GR
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W E . AN, fEHARSUE (EE) b, BT
BARIR T ) R A, RFIEIR 43 A R AE AR A,
BTSRRI B 2(b)FI L 2(c) a3l R
F J-Net!F14 0 77 ASAN BEATATU B & M2
JE WIREAE A B 0T DAAE B A SR H 1) 73 m] BA
B L R R A H AR AT X 5, RS
PEES, J/NRANBEES, AP B HER 2
454 t-SNE FHE AT BT 204, iR R B 2
SETIN GBS S b A8 B SR BRI R AIE 43 A 2R AR
b, AT AR U AR 2 T B o 38 3 7 3 ) Al
E5 45 ., J-Net A1 ASAN AJ LUK I AT #icdh
FH BRI BRI 23 AT HEAT 0 55 LA A
HERRE . T J-Net 4= HURHRFAE 43 A b 47 T X655,
EIRXS T 2 S5 42 R o3 A RAR A AUME BAR S A2
il R ARE R IR RISt . ASAN U7
VI I AR A AN B 2 T P R SRS
Je ¥R S 55 & T (Rl — 2 B AR DG 74, [ e g
PRATISUR B bR AT R S IARABL,  REAE 2 Ai B
B, KB T A RBER .

»
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T EAEE

4 3

(b) I-Net

B2 -SNE X
Figure2 Comparison result of t-SNE

(a) SRNet (c) ASAN
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2], DSAN FIER HERH PR E &R, 1 ASAN
A1 N 2 73 [ Bsf SR FHY 3K 79 o S s 1 AT 400k, o 2 )
AL, HFR 6 FIFR 7 HhsLIRgs T LUE T4
& ARG 70 2 ST P g 0 T DB A B g A
R, THEWREEL, M EH AR LU i b
BT DGR, AT ER AR AR 2

T B X P 2 e, AR SRS SR
UCIDv.2 $#54E, il S-UNIWARD Sy f v
R E 3 fron. HAPE 3@)2&RAEN
0.4 bit/pixel I HERZ N4, Kl 3(b)&HIRAE N
0.2 bit/pixel N HERAZR 2. T LAMEER], £
g FEH ASAN [T+ T HAR PR 7%, X
RALERNF AN 0.4 bit/pixel I F AT .
R 6 HBMSTIDEMESEE GBRAZERR 0.4 bit/pixel)

Table 6 Detection accuracy comparison of
ablation experiments (0.4 bit/pixel)

HAmtE R 55 s ADV DSAN ASAN
UCID v.2 SUNI 85.5% 85.1% 91.5%
WOW 87.7% 86.0% 91.9%

HUGO 84.4% 84.6% 88.7%

DIV2K SUNI 86.7% 86.7% 93.4%
WOW 85.4% 85.6% 92.0%

HUGO 85.5% 84.9% 90.7%

Flickr 25K SUNI 90.1% 92.7% 91.6%
WOW 87.3% 89.9% 88.1%

HUGO 93.2% 93.8% 95.0%

PRI 87.3% 87.7% 91.4%

RT7 HRLSCIEMEIIEL (BRANZFE 3 0.2 bit/pixel)
Table 7 Detection accuracy comparison of ablation
experiments (0.2 bit/pixel)

e [(SXEH-R7R ADV DSAN  ASAN
UCID v.2 SUNI 75.0% 76.9%  80.4%
WOW 72.7% 773%  84.0%

HUGO 72.9% 76.4%  81.5%

DIV2K SUNI 76.1% 80.7%  83.1%
WOW 73.1% 795%  84.5%

HUGO 75.0% 77.0%  81.1%

Flickr 25K SUNI 84.7% 84.9%  89.2%
WOW 75.3% 78.5%  88.2%

HUGO 86.4% 85.4%  90.5%

S35 {H 76.8% 79.6%  84.7%
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Figure 3 Accuracy curves of ablation experiments
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